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Abstract - Cryptosystems are meant to ensure that the confidentiality, integrity, and availability of information carrying
and storing medium is sustained. Various algorithms have been developed to actualize these cryptosystems. The
algorithms comprise the instructions and the keys to implement the algorithms. According to Kerckhoff’s Principle,
the instructions should be published while the key should be kept secret. Using a Systematic Literature Review, this
paper analyzed the validity of this principle because of the power of emerging technologies, focusing on cryptosystems
in wireless telephony services. From the findings, all encryption algorithms used in wireless telephony services do not
abide by Kerckhoff’s Principle, they are proprietary and unpublished. However, this has not stopped reverse
engineering the algorithms and making them public by various scientists. The algorithms have also been found to be
susceptible to breach, but only in laboratory environments as proof of concept. The paper did not establish any breaches
that were realized in commercial environments. Further, this paper found no causation or correlation between non-
compliance with Kerckhoff’s Principle and cases of compromise of the algorithms. As to whether emerging
technologies pose a risk to published algorithms, this paper established that emerging technologies like Artificial
Intelligence and Quantum 'Computing are more inclined to strengthen existing cryptosystems through Crypto-
Influenced AI (CIAI) and Al-Influenced Cryptography (AIIC) paradigms than being used to subvert them.

Keywords - Al-influenced cryptography, Crypto-influenced Al, Deep Learning, Kerckhoff’s principle, Quantum
computing.

1. Introduction

Cryptology, as a field of study, encompasses two domains, namely, cryptography and cryptoanalysis [1].
Cryptography entails hiding the presence of communication or the meaning of a communication. Cryptoanalysis
involves breaking the mechanisms used to hide the presence or meaning of communication [1].

Cryptography is composed of two building blocks, namely, the algorithm and the key. The algorithm contains
the procedure for converting readable message, plain text, into unreadable form, ciphertext, while the key refers to
the rules to be used in converting plain text to ciphertext and vice versa [2]. Kerckhoffs” Principle of 1883,
by Auguste Kerckhoff, postulates that a cryptosystem should use published, well-scrutinized algorithms and
protocols while keeping the key as the only secret [3].

The significance of Kerckhoff’s Law is that a cipher algorithm can fall into the hands of an enemy or any party
with bad intentions without compromising the confidentiality of the information ciphered by the algorithm [4]. An
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American mathematician, Claude Shannon, recast Kerckhoffs's principle into an assumption when using
cryptosystems as "the enemy knows the system” [5].

The justification for this principle is that it is easier to maintain the confidentiality of the shorter keys than the
algorithm, which is longer and more complex [4]. Further, in case of a key compromise, it is easier to change the
key alone than to change the entire algorithm.

For large-scale deployment, it is easier for all users to use different keys but the same algorithm instead of each
set of users using different algorithms [4]. Could the integrity of this law, made in the 19% century and which has
been applied since then, be impacted by emerging technologies with higher computing capabilities?

Given unlimited computing power, an unrealistic assumption when the principle was first coined, such
computationally secure systems could be broken, but in practice, they appear to be unbreakable, lacking tools for
proving systems to be computationally secure notwithstanding [6]. However, in this century, emerging
technologies render the prospect of unlimited computing power a reality.

Emerging technology refers to a new and fast-growing knowledge-producing and application field of study
that considerably impacts socio-economic domains [7]. Key characteristics of emerging technologies include radical
novelty, rapid growth, coherence, huge impact, uncertainty and ambiguity [7]. Artificial intelligence is one of the
key emerging technologies that negatively and positively impact cyber security [8].

Machine learning algorithms, which are based on artificial intelligence, are better at providing security than
humans; conversely, they also help attackers increase their knowledge to find weaknesses in cybersecurity
technologies [8].

The other emerging technology likely to impact cryptosystems is Quantum computing. Unlike in classical
computers, where the fundamental computing blocks take two-bit states of either 0 or 1, in Quantum computers,
the computing blocks use quantum bits (qubits), which can exist simultaneously in either 0, 1 or both states, a
superposition phenomenon [9].

Two qubits can be entangled, forming a single object with four different states, implying that if one of the two
qubits' states changes, the entangled qubits will change, too [10]. This is due to the exponential increase in the
number of values that can be processed in one operation when the number of entanglement qubits increases [10].

Superposition and entanglement are the pillars of quantum parallelism, which allows quantum computers to
explore multiple possibilities simultaneously, enabling certain calculations much faster than classical computers
[11].

Given the two main emerging technologies, artificial intelligence and quantum computing, there has not been
an in-depth study to identify the possible negative impact of existing cryptosystems, especially regarding the
Kerckhoffs” Principle.

In particular, no study focuses on the impact of the said emerging technologies on cryptosystems used in
wireless telecommunications, noting that the principle was postulated before the two emerging technologies gained
traction.

This paper explores the validity of Kerckhoffs’ Principle in view of the emerging technologies with a focus on
wireless telephony services, comprising cellular mobile networks, cordless phones, satellite phones and two-way
radio communication.
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In addressing the issue under study, section 2 talks about similar works that have been done with regard to the
problem statement, section 3 highlights the approach used in the study, section 4 delves into various cryptographic
algorithms used in wireless telephony services with a view of establishing whether they are published or
unpublished. In contrast, section 5 summarises and concludes the findings.

2. Related Works

Based on the study of the Impact of Quantum Computing on Present Cryptography, it was noted that all
existing cryptographic systems are considered weak against quantum computers [9]. It is postulated that quantum
computers will end public key encryption schemes [12].

Of particular interest are two quantum algorithms, namely, Shor’s Algorithm and Grover’s algorithm, which
can be used to break Asymmetric Cryptographic systems and Symmetric Cryptographic, respectively [9]. It has
been shown that quantum computers reduce the effective key strength of an algorithm by more than half, and in
some algorithms, the original key strength is reduced to zero [9].

Quantum-safe and quantum-vulnerable cryptographic algorithms exist, the former being secure from breach
using quantum supremacy, while the latter being insecure [13]. Quantum supremacy is the ability of a quantum
computer to execute a computational task that is beyond the capability of any classical computer [14].

A demonstration of quantum supremacy was in 2019 when a group of researchers at Google published a paper
stating that they created a quantum processor that carried out a specific calculation in 200 seconds, which would
otherwise take 10,000 years [15].

In 2020, a group of researchers at the University of Science and Technology of China (USTC) demonstrated that
their quantum computer generated a certain number of samples in 20 seconds, which would take 600 million years
for a classical supercomputer [15].

In 2020, a successful proof of concept of a collision attack against the hashing algorithm was performed using
quantum computers [16]. Shor’s algorithm running on a large-scale quantum computer was shown to breach prime
factorization for number 21 in 2012 [17].

Deep learning, a machine learning technique in the context of side-channel attacks, has been used in
experiments that yield successful key recovery [18]. The experiment used different feature extraction methods and
exploited samples' time dependency.

Deep learning refers to automatically and progressively deriving insights from multiple levels of
representations of the underlying distribution of the data [19]. In deep learning, initial layers extract low-level
features, and succeeding layers combine features to form a complete representation [20].

Deep learning can play a significant role in breaking cryptosystems based on the type of attack at play. Attacks
on cryptosystems can take five forms: Ciphertext only attack, Known Plaintext attack, Chosen Plaintext, Chosen
Ciphertext and Chosen Text [21]. It has been shown that it is possible to attack the three main cryptographic
algorithms used in GSM mobile networks. Namely, A5 is used for encryption, A3 is used for authentication, and
A8 is used for key agreement [22].

The relationship between cryptography and Artificial Intelligence (Al) has been split into two themes, namely,
Crypto-Influenced AI (CIAI) and Al-Influenced Cryptography (AIIC) [23]. When AI models provide chaos,
randomness, and many other properties, all of which are required by cryptosystems, the resultant cryptosystem is
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termed AIIC, while if Al evolves by inculcating the concepts of cryptography into it, the resultant Al system is
termed as Crypto-Influenced Al (CIAI) [24].

AIIC evolves through five stages: Al-Unaware Cryptography (AIUC), during which cryptography is
vulnerable to Machine Learning (ML) and Deep Learning (DL) attacks; Al-Resilient Cryptography (AIRC), wherein
cryptosystems adopt caution towards ML and DL attacks; Al-Boosted Cryptography (AIBC) cryptographic
techniques, protocols, methods, devices, etc., are supported by Al models; Al-Assisted Cryptography (AIAC)
where Al is utilized by one or more of the internal components of the cryptosystem, and directly for cryptographic
purposes, and Al-Embedded Cryptography (AIEC) Al is used by the encryption/decryption component [24].

In the study on the existence of cryptography in Instance Messaging, four key metrics, namely, Avalanche
Effect, Randomness, Test Key Space, and Kerckhoff’s Principle, were used in evaluating the best cryptographic
algorithm for use in Instant Messaging to ensure the confidentiality of sent messages [25]. The avalanche effect
refers to a property of an encryption algorithm where a minor change in the plaintext results in a mega change in
the ciphertext [26].

Randomness refers to the property of an algorithm to produce an outcome from a probabilistic process that
produces independent, uniformly distributed and unpredictable values that cannot be reliably reproduced [27].
Randomness is, therefore, characterised by unpredictability, independence of values (lack of correlation) and
uniform distribution (lack of bias).

Test Key Space is a set of possible keys that can encode data using a given algorithm [28]. The same authors
postulate that a strong encryption scheme should have a large key space to be tried in any brute-force attack on
that technique. It was noted that adherence to Kerckhoff’s Principle was the least important in determining the best
cryptographic algorithm compared to the rest of the metrics [25].

Prior work on the validity of Kerckhoff’s Principle exists. However, it falls short in linking the principle to
actual breaches in commercial deployments caused by not publishing the encryption algorithm and whether
emerging technologies negatively impact the principle. This paper, therefore, addresses whether publishing the
algorithm impacts the strength of the cryptosystem in view of emerging technologies, with a focus on wireless
telephony services.

3. Materials and Methods

This paper uses a Systematic Literature Review approach to identify the main cryptographic algorithms used
in wireless telephony services, establishing whether they are published as per Kerckhoff’s Principle. A Systematic
Literature Review (SLR) is a transparent and reproducible methodical approach to solving a given research
question through exhaustive synthesis and appraisal of the quality of published scientific evidence on the topic
[29]. The Systematic Literature Review method requires eligibility criteria, literature sources, search strategy, and
synthesis methods to be defined in a priori [30].

In this paper, the literature to be reviewed was from papers published in peer-reviewed and refereed journals.
The search was conducted on Google Scholar since it is a free platform, and there was no specification on the year
of article publication for reviewing as much published literature as is available. The search strategy involved
grouping the search criteria into four thematic areas: General Topics, Algorithm-Specific Searches, Vulnerability-
Focused and Emerging Technologies-Focused.

i

The search texts under General Topics were: “Validity of Kerckhoffs' Principle on Cryptography”,” Impact of
Artificial Intelligence on Kerckhoffs' Principle”, and "Impact of quantum computing on Kerckhoffs' Principle".
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The texts used in Algorithm-Specific Searches were: "Cryptographic algorithms in GSM, 3G, 4G, 5G, satellite
phones, DECT, trunked radio". The search text for Vulnerability-Focused searches was: "Attacks on GSM
cryptographic algorithm", while the search text for Emerging Technologies-Focused was: "Impact of quantum
computing on Kerckhoffs' Principle" and "Artificial Intelligence-driven attacks on wireless telephony services". An
analysis was then done to establish whether emerging technology enhanced the reported attacks that meet the
search criteria or if it was actualized using classical attack methods.

For information on general publicly reported attacks on wireless telephony services, search texts were typed
directly on the Google platform, and an analysis was done to establish the dominant causes of breaches in the
networks. The search text was “Who has been hacked 2024”.

The data from this search was sieved for only data relating to telecommunication companies. The collected
literature was then analysed qualitatively and quantitively to identify causation and correlation links. Table 1
summarizes the research design search criteria.

Table 1. Systematic literature review design

Thematic Area Search Text
= Validity of Kerckhoffs' Principle on Cryptography
General Topics = Impact of Artificial Intelligence on Kerckhoffs' Principle
= Impact of quantum computing on Kerckhoffs' Principle
= Cryptographic algorithms in GSM, 3G, 4G, 5G, satellite phones,

Algorithm-Specific Searches DECT, trunked radio

Attacks on the GSM cryptographic algorithm
Artificial Intelligence-driven attacks on wireless telephony services

Vulnerability-Focused

Uy

Emerging Technologies-
Focused

U

Impact of quantum computing on Kerckhoffs' Principle

4. Results and Discussion

Global System for Mobile Communication (GSM) uses A3, A5 and A8 cryptographic algorithms for security
[31]. A3 is used for subscriber authentication, A5 is used for ciphering and deciphering user data, and A8 is used
for cipher key generation. The three algorithms are proprietary [32] and do not adhere to Kerckhoff’s Principle.
The COMP128 implementation used in GSM networks as an instantiation of two proprietary algorithms, A3 and
A8, was shown to be vulnerable to cryptographic attack where the 128-bit key could be extracted using as few as 8
chosen plaintexts [33].

The A5 stream cipher, the secret and proprietary algorithm used for encryption of the data transmitted
between the mobile device and the Base Transceiver Station (BTS), was shown to be susceptible to a ciphertext-only
attack [34]. Version 3 of the A5, A5/3 (KASUMI), developed by the 3¢ Generation Partnership Project (3GPP),
was proprietary yet published [35]. It was shown that the A5/3 is vulnerable to related key attacks and higher order
differential attacks [36].

In GPRS technology, protecting against eavesdropping between the phone and the base station involves a
stream cipher that uses two proprietary encryption algorithms, GPRS Encryption Algorithm, GEA-1 and GEA-2
[37]. However, it was shown that eavesdropping and reverse engineering is possible for the GPRS algorithms [38].
Cellular and fixed telephony networks use the Signalling System (SS7) protocol to set up and tear down calls,
providing cellular roaming, messaging, and monitoring services [39]. With the evolution of networks to IP, a set
of signalling transport protocols called SIGTRAN, an extension to SS7 that allows the use of IP networks to transfer
messages, was developed [40].
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Access to SS7 and one’s phone number makes it possible to listen to a conversation, locate one’s whereabouts,
wiretap messages, and even access mobile financial services, and execute Unstructured Supplementary Service
Data (USSD) commands [40]. To enhance Authentication Authorization and Auditing in 4G networks, 3GPP chose
a diameter for signalling and AAA provisioning in 4G and all next-generation mobile networks [41].

However, experiments have shown that Diameter is still vulnerable and can be used for privacy breaches and
denial of service attacks, which, again, can be countered by IPsec and SMS home routing if configured by mobile
operators [41]. In 5G networks, due to advanced features and architecture, like Control and User Plane Separation
(CUPS), Service Based Architecture (SBA), Network Slicing (NS) and Access Agnostic, HTTP/2 is used as
application layer protocols; thus, all the network entities in control plane will communicate with each other using
HTTP/2 [42].

The 5G HTTP/2 signalling also presents its own weaknesses, ranging from broken service access control, which
occurs through token-based authorization through OAuth 2.0. This exposes the 5G network to token tampering
attacks and API Exploitation since APIs are exposed to all endpoints within the same network or with roaming
partners [43]. Other protocols, like Radio Resource Control (RRC), alayer 3 (Network Layer) protocol used between
UE and Base Station in 3G, LTE and 5G cellular networks, were found to be vulnerable, despite it being published
by 3GPP [44].

To counter the 5G HTTP/2 signalling threats, Machine Learning (ML) and Artificial Intelligence (AI) techniques
can be leveraged for intelligent threat analysis and detection [43]. Another wireless telephony service, cordless
phones, involves using a low-cost, low-mobility wireless link replacing the cord connecting a telephone base unit
and its handset [45]. The two standards for cordless phones are Digital Enhanced Cordless Telecommunications
(DECT) for the European Market and Personal Handyphone System (PHS) from Japan and the Asian Market, which
supports handover using telepoints mounted in busy areas. Where people congregate [45], another standard, the
Personal Access Communications System (PACS), was developed in the United States [46].

Digital Enhanced Cordless Telecommunications (DECT) has two main algorithms: DECT Standard Cipher
(DSC), which encrypts the communication and protects the confidentiality of the conversation, and DECT Standard
Authentication Algorithm (DSAA), which authenticates a DECT phone and is designed to protect against an
adversary that tries to piggyback on someone else’s telephone connection [47].

DSC and DSAA were shown to have vulnerabilities that allow a correlation attack on the cipher, which allows
the decryption of an intercepted call and impersonation of a BTS and performs a relay attack, respectively [48]. The
two algorithms are proprietary. However, their public descriptions and cryptanalytic results on their components
have been given [47]. The other means of actualizing wireless telephony service, Satellite systems, comprises mobile
or fixed equipment on the earth’s surface, termed earth stations and other equipment orbiting the earth called space
stations [49]. The configuration architectures of Satellite systems take the form of Fixed-Satellite Services (FSS),
where the earth station is fixed, and Mobile-Satellite Services (MSS), where the earth station is portable, and
intersatellite, which involves satellite-to-satellite links [49] like in satellite phones. Cryptographic algorithms used
in satellite phones, GMR-1 and GMR-2, are proprietary and have been shown to be vulnerable to ciphertext-only
attacks and known plaintext attacks, respectively [50].

In two-way radio communications, also called Land Mobile Radio, there exists two system configurations,
namely, conventional system, where a frequency band is permanently dedicated to a voice channel, and trunked
system, where a pool of frequencies are assigned on demand to a group of users (talk group) and released at end
communication [51]. Among the digital radio trunk systems that International Standards Organizations have
standardized are Terrestrial Trunked Radio (TETRA), Project 25 (P25) and Digital Mobile Radio (DMR) [51].
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TETRA Encryption Algorithm (TEA), a suite of encryption algorithms associated with Terrestrial Trunked
Radio (TETRA), a European standard for public safety and emergency services, standardized by the European
Telecommunications Standards Institute (ETSI), is used for the encryption of voice and data traffic on a TETRA
radio network, were reverse engineered and extracted isolated and analysed from a working TETRA radio [52].

Digital Voice Protection (DVP), a proprietary self-synchronising algorithm for the encryption and decryption
of voice communication from Motorola Inc., despite being unpublished, was reverse-engineered from the custom-
developed cryptographic chip and its firmware and simulation of the algorithm in software proved that it could be
broken in real-time [53]. The GSMA Mobile Telecommunications Security Landscape Report of February 2024
shows that the attack surface of Mobile telecommunications networks has become wide and complex, occasioned
by IoT devices, new 5G standalone cores, network Application Programming Interfaces (APIs), open-Radio Access
Network (RAN) architectures and new artificial intelligence-enabled services [54].

The report shows the main attacks as data breaches, ransomware attacks, supply chain attacks, reconnaissance
and initial access, direct attacks on service delivery, DDOS attacks, social engineering, and compromising ‘the
edge’. From the report, attacks occasioned by the compromise of cryptographic algorithms are not common or non-
existent. On the internet, there exist several companies that summarize various breaches in the telecom industry
throughout the year, among them Wisdiam, SoCRadar, GSMA and Cyber Security Ventures.

Data from the three entities pointed out telecom infrastructure sabotage involving cutting long-distance cables
and general vandalism, theft of customer data through a data breach, ransomware, Distributed Denial of Service
(DDoS) and Social Engineering practices geared towards breaching customer data as the main cyber attacks on
telecom infrastructure. Table 2 summarises the identified algorithms and Kerchoff’s principle compliance status.

Table 2. Systematic literature review design

Technology / . Compliance with
Network Generation Algorithms Kerckhoffs’ Principle
. Non Complaint
GSM A3, A5 an(:IAIIXSOE:}}if:;Jgraphlc (proprietary and
& unpublished)
GPRS GPRS Encryption Algorithm, GEA-1 and | Non-compliant (proprietary

GEA-2 and unpublished)

SS7 protocol, SIGTRAN, Diameter, HTTP/2| Complaint (proprietary but
and Radio Resource Control (RRC) published)

DECT Standard Authentication
Algorithm (DSAA), DECT Standard

Signalling System (S57)

Digital Enhanced Cordless
Telecommunications (DECT)

Complaint (proprietary but
published )

Cipher (DSC)
. GEO-Mobile Radio Interface GMR-1 and | Non Complaint (proprietary
11
Satellite Systems GMR-2 and unpublished)
Two Way Radio communications Digital Voice Protection (DVP) Non Complaint (proprietary

and unpublished)

From the Systematic Literature Review, it is established that 100% of the reviewed cryptographic systems used
in wireless telephony systems are proprietary. Only 30% of the reviewed cryptographic systems are published. This
has, however, not stopped reverse engineering and, therefore, established the logic in the proprietary crypto
algorithms.
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Despite the proof of concepts in laboratories for attacks on the proprietary GSM, Satellite, Cordless Phones and
Two Way Radio communications cryptographic algorithms, no reported compromise in their commercial
deployments is attributed to attacks on the cryptographic algorithms.

Further, the proof of concept attacks are not attributable to or have been made easy by any emerging
technologies. In any case, emerging technologies are helping to strengthen cryptographic systems through Crypto-
Influenced AI (CIAI) and Al-Influenced Cryptography (AIIC), contrary to postulations that they may aid in
compromising cryptosystems.

5. Conclusion

Therefore, no causation and correlation can be established that would link non-adherence to Kerckhoffs's
Principle to reported cyber attacks on wireless telephony systems. Neither is there a causation and correlation that
can be postulated on the fact that adherence to Kerckhoff's Principle will render the wireless telephony systems
even stronger since, in any case, those proprietary cryptographic algorithms have been reverse-engineered and
their logic made public.

However, this paper's findings are limited because the data collected and analysed is based purely on published
information in journals and, in a few instances, on information available on the internet.

Future studies could be performed on Al-Influenced Cryptography (AIIC) to ascertain the net impact of Al on
Cryptography and establish whether Al-influenced Cryptographic systems are still susceptible to attacks in
laboratory environments and commercial deployments.
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