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Abstract - A system of interconnected, the Internet of Things (IoT) is a term that refers to physical objects that may be
connected online. Concerns over user privacy on the Internet of Things are growing as a result of the large amounts
of personal data being gathered and exchanged there. IoT devices may increase productivity, accuracy, and financial
gain in addition to reducing human intrusion, giving Internet of Things applications the most flexibility and
convenience. Overhead of communications, security, and privacy, IoT is experiencing issues as well. As a result,
protecting data has grown to be a difficult undertaking that must be handled carefully. This study offers a secure
data security solution for preserving privacy in the cloud environment to address this crucial and difficult topic. It
does this by efficiently separating the data by separating sensitive data from non-sensitive data with an SVM
classifier and then using the data to partially decrypt and analyze, which increases the effectiveness of the model
while ensuring security. The sensitive data was protected using Okamato Uchiyama encryption. The model safely
stores, analyzes, and shares data to ensure the system’s safety and privacy. The novel method was compared to
existing methodologies regarding particular parameters like precision, accuracy, F1 score, and recall.

Keywords - Cloud computing, Internet of Things, Support Vector Machine, Okamato Uchiyama.

1. Introduction

Internet of Things (IoT) devices, which generate enormous amounts of data but lack both the storage and the
processing capability to process it, are the foundation of the cyber-physical system. As a result, for various
services, data must be moved from the on-premises platform to the cloud platform [1, 2]. The cloud platform has
established itself as a top-tier method of storing, analyzing, and exchanging data with numerous stakeholders for
the best results [3, 4]. However, it is not advisable to put your faith in a third-party cloud platform, particularly
for preserving private information, as renting data to the cloud results in the gadget losing ownership of it [5].

An average data loss expense worldwide will be $4.35 million in 2022, up 2.6% and 12.7% from 2021 and
2020, respectively, according to research by IBM and Ponemon Institute [6]. These factors have made data
protection a major problem, inspiring researchers to provide strategies for maintaining data privacy [7]. Most of
the models that are now in use are based on encryption techniques [8-10] and differential privacy [11-14], but they
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have a limit. According to research by IBM and the Ponemon Institute [6], the average cost of a data breach
globally will be $4.35 million in 2022, an increase of 2.6% and 12.7% from 2021 and 2020, respectively.

These reasons have made data protection a significant issue, prompting researchers to offer techniques for
preserving data privacy [7]. The majority of models now in use are based on encryption methods [8-11] as well as
differential privacy [12-15], although their accuracy, utility, and efficiency might be improved. As far as the
authors are aware, there are currently no models that adequately balance the accuracy and privacy of the data
being outsourced. To address the aforementioned problem, this study presents a revolutionary safe data
protection system known as SP-DPM, which allows secure data analysis, storage, and sharing in a cloud context.
IoT devices create data, divide it up, and only encrypt the sensitive portions. The fog node partially decrypts the
encrypted data provided by IoT devices. The Cloud Service Provider (CSP) classifies the acquired data before
sharing the resulting data with the utility suppliers for decision-making. The following are the paper’s main
contributions:

e To provide better privacy and security for data generated by IoT devices, a novel data protection approach
has been developed.

e In order to maintain privacy and speed up computing, a data partition method is implemented that divides
the data into different groups depending on how sensitive it is.

e By applying partial decryption and data encryption techniques before classifying the data using a voting
classifier, the created data analysis strategy increases efficiency while ensuring data privacy.

e Security analysis is done to assess and validate the effectiveness of the suggested model, which has been
tested using a variety of data sets. The outcomes are compared to state-of-the-art works of art through several
performance indicators.

Section 3 presents the proposed framework. The experimental setting is demonstrated in Section 4. The
collected results are then detailed in Section 5. With a conclusion and future work, the paper is completed.

2. Literature Survey

Zhang et al. [15] proposed the HP-CP-ABE hidden access policy. The CP-ABE scheme is used to protect and
ensure data security and verify authorized users. The writers also developed an identification strategy to confirm
the legitimacy of the users and carry out the decryption operation. Regardless of the user’s characteristics, this
technique guarantees a private key of a fixed size and reduces both transmission and storage costs.

J. Liet al., [16], the proposed method solely backs the “AND” policy, making it a lax security plan. A strategy
for outsourcing that updates the matrix accessibility structure of the linear secret-sharing system is the CP-ABE
method. It improves the effectiveness of the policy and dynamically updates the files in the cloud computing
environment. The suggested plan lowers proxy CSPs’ compute costs and the owners’ storage and communication
expenses.

Guo et al. [17] suggested the MA-CP-ABE method for the purpose of encrypting the hierarchical PHR, the
suggested approach combines a number of several entry points into a single structure. The collusion attack
hinders (N-1) vulnerable organizations out of N authorities even though it lacks a single trustworthy source of
information.

Chai et al. [18] presented a privacy-protecting outsourcing classification system. The authors employed an
alternative OU cryptosystem to reduce bandwidth consumption. The suggested system has limited data sharing
and is immune to an attack using substitution and comparison.
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Wei et al. [19], The privacy of learning model parameters is protected via a system for Notifying before model
Aggregation Federated Learning (NbAFL). A differential privacy approach was used by the authors to add noise
to the clients’ local settings. Insufficient data exchange, however, plagues this paradigm.

3. Proposed Methodology

A malicious utility provider might take data that has been outsourced from the cloud, store it, analyze it, and
share it with the parties involved to gather private information that could be abused. As a result, protecting data
has grown to be a difficult undertaking that must be handled carefully. This paper provides a safe data protection
technique for preserving confidentiality in a cloud context to address this crucial and difficult problem. It does so
by effectively separating the data into sensitive and non-sensitive categories using an SVM classifier, partially
decrypting the data, and performing data analysis that increases the model’s effectiveness while maintaining
security. Okamato Uchiyama encryption has been used to protect sensitive data. By carrying out safe data
storage, analysis, and exchange, the model guarantees the security and privacy of the system. Specific criteria,
including precision, accuracy, Fl-score and recall, have been used to compare the suggested method to the
existing methodologies. The general block diagram for the suggested work is displayed in Figure 1.

Bk & = Al
(220 <3y L T
=) *;-"\ H*
— g Data Data
— =n — SVM
@ O @ L 3
By WSty 0000 e meaadacane
Non-Sensitive | Sensitive Data -
IOT Devices i Elta . E "B ‘ B —, Okamato-Uchiyama
" = T : Encryption
Cloud Service Provider ' ’ l J
R e A i s S i :
' . Cloud Storage g Fog Nodes
' Partially Decrypted 1
[ Data PHE i Encrypted Data
' B 1 - B
. a B-& } & & - &
' ¢ f
U | i i e S e b Eesdssaassemsased
' : BiGRU-CNN '
: : . A A
! " Sl i @ @
LS : - l i E b i Utility Providers’
! 2 . I o & il .. Authenticity ¢
i Response
! I ) (i 23Ty
' olution Layer i : &) ¢ & !
' : Gt [ oo, LG [

Utility Providers

Fig. 1 Block diagram of the proposed method

3.1. Support Vector Machine

Support Vector Machines (SVMs) are a subclass of supervised machine learning methods that convert
difficult, highly non-linear situations into binary classification models [5]. The SVM must construct the decision
surface, which is a hyperplane, utilizing data samples to maximize the margin around it. During the training
stage of the algorithm, each data sample is assigned a class designation and the projected value.

The data sample contains what are referred to called characteristics; these are the variables in the data that
specify the data sampling vector’s activity. The weights applied to each input feature and a collection of support
vectors that construct the ideal hyperplane are used to forecast the results of the SVM training phase. In contrast
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to other neural networks, the SVM maximizes the number of nonzero weights while lowering the overall number
of nonzero weights by maximizing the margin. These only match the important traits that provide information
useful for selecting the hyperplane.

The kernel function modifies the data dimensions to define the hyperplane’s form, which is a crucial step in
the SVM. Simply put, the kernel function increases the hyperplane’s size to help distinguish between the classes.
Employing many kernel types, including the polynomial, linear, and both sigmoid and Gaussian radial basis
functions, is possible. The type of data sample affects how each kernel performs. The simplest kernel, the linear
kernel, performs better when applied to linear problems. The supplied characteristics are combined by the
polynomial, RBF, and sigmoid kernels to produce support vectors. They work best with non-linear data, but how
complex they are depends on how many additional features they find. In Figure 2, the Support Vector Machine
(SVM) flowchart is displayed.
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Fig. 2 Flow chart of Support Vector Machine (SVM)

3.2. Okamato Uchiyama Encryption

Numerous concepts from number theory, discrete mathematics, and abstract algebra are used in the
Okamato-Uchiyama cryptosystem. Numerous of these ideas are fundamental and applied in various
cryptography areas. However, despite the fact that beyond integer computations, there is no need to provide
detailed or rigorous treatments, those essential notions are still important but are not sufficiently covered in
mathematics curricula in underdeveloped and developing countries; by examining the fundamental concepts and
mathematics used in the Okamoto-Uchiyama algorithm.
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3.2.1. Key Generation
The following procedure generates a public/private key:

Create the two big primes, A and B.

Compute N=B?A

Select an integer with a random value G2 n-1 such that G(B-1)
Computes H=GN mod N.

Ll

Next, we have (N, G, H) as the public key and (B, A) as the private key.

3.2.2. Encryption
Using the public key (B, A), the following can be done to encrypt a message M <B.

1. A random number Rln-1 should be chosen so that G(B-1)
2. Compute C=GN HR mod N.

The value C is the encryption of M.

3.2.3. Decryption
An encrypted message C can be decrypted with the private key (B, A) as follows:

1. Compute P=1(C® *mod B?)
Compute Q=1(G5"*mod B?), P and Q will be integers.

3. Using the extended Euclidean technique, compute the opposite value of Q modulo B.
Q'=Q 'modB

4. Compute M=PQ'mod B

The value M is the decryption of C.

4. Result and Discussion

As shown in the next sections, we tried a number of experiments in this work to address the privacy issue
using deep learning algorithms. By carrying out safe data storage, analysis, and exchange, the model guarantees
the security and privacy of the system. Specific criteria, including precision, accuracy, F1-score and recall, have
been used to compare the suggested method to the existing methodologies.
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Fig. 3(a) Accuracy graph
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5. Conclusion

This paper provides a safe data security method for protecting privacy in cloud computing settings to
address this crucial and difficult topic. It does this by efficiently separating the data by separating sensitive data
from non-sensitive data with an SVM classifier and then using the data to partially decrypt and analyze, which
increases the effectiveness of the model while ensuring security. The sensitive data was protected using Okamato
Uchiyama encryption. The model safely stores, analyzes, and shares data to ensure the system’s safety and
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Fig. 3(d) F1-score graph

Figure 3 (a,b,c,d) illustrates the findings, demonstrating that all deep learning methods offer high evaluation
metrics. In contrast, the averages for benign are 99.92%, 98.85%, and 99.90% for precision, recall, and F1-score.
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privacy. The novel method was compared to existing methodologies in terms of particular parameters like
precision, accuracy, F1 score, and recall.
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