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Abstract -  This paper sought to establish the impact of employee's social media use on the corporate cyber security 

posture. The behavioural metrics used in the study include the impact of accessing private social media accounts using 

the same computing tool used for work-related duties, the linkage of personal accounts hacking to consequent 

successful work systems hacking, the connection of personal devices to corporate systems and the impact of corporate-

sponsored training on cyber security posture. The adopted research design involved collection of primary data via a 

set of questions requirement a yes or no response. The paper used a cross-sectional study as the study design, with a 

questionnaire as the research method and online administration of the questionnaire as the research technique. The 

study sample was computed using the Yamane formula, which gave a sample size of 400 participants, from which the 

response rate to the questionnaires was 62%. An analysis of the responses showed that there is a high correlation 

between accessing private social media accounts while working using the same computing device with increased 

chances of corporate cyber attacks. There is also a statistical linkage between an employee’s private email account 

having been hacked or impersonated, as well as connecting private computing devices to the company’s systems 

(internet, printers) to execute either official duties or private. Those who reported having been facilitated with cyber 

security training reported lower cyber attacks on their corporate systems than those who reported having been 

facilitated with cyber security training by the companies they work for. It is therefore advised that companies deter 

employees from accessing private social media accounts and executing official duties using the same computing 

devices, private devices are not connected to corporate systems, and basic cyber security training is facilitated to all 

employees. 

Keywords - Cyber security, Cyber security posture, CIA, Yamane formula, Social media.  

1. Introduction  
Cyber Security, defined as the collection of tools, policies, and practices aimed at protecting information as 

contained in computing nodes and transit between the computing nodes [1], has become a fundamental 

determinant for the success of any organisation [2]. Cyber security aims to achieve three key objectives of 

information and information assets, namely, Confidentiality, Integrity and Availability (CIA) [3], which have to be 

pursued within the constraints of Functionality, Security and Usability (FSU) of the system to be protected [4].  

Cyber security posture is how effective the mitigations put in place to harden computing systems are in their 

ability to deter, detect, respond and recover from a Cyber incident [5] is used to gauge organisations' maturity on 

the Cyber front. Organisations, therefore, use various ethical hacking techniques, which, in order of complexity, 

range from security audits, vulnerability assessments, penetration testing, red teaming and bug bounty hunting [6] 

to enhance their corporate security posture. 
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Despite the existence of measures to enhance Cyber security, cases of Cyber-attacks have been on an upward 

trajectory [7]. Studies show that the success of an attack is majorly due to vulnerabilities on the victim's end, like 

human error, inherent weakness in systems, and insufficient security controls, than is the knowledge and skills of 

the attacker [8].  

The main thematic attack drivers are categorised as intent to attack, human error and inherent system 

vulnerabilities [8]. Empirical studies show that despite an organisation having a high number of knowledgeable, 

skilled and cyber security-conscious professionals in their workforce, the presence of any member in the workforce 

with inherently limited knowledge of cyber security presents a conspicuous cyber-attack vector [9].  

A systematic literature review undertaken to ascertain key human factors in cyber security enhancement efforts 

revealed two key human factors, namely, risk perception and awareness. Risk perception is considered an 

instinctive and scientific reaction to a cyber threat, while awareness is the possession of general knowledge of cyber 

security [10]. 

An exploratory analysis of human factors in electronic health records Cyber security breach [11] showed that 

73% of the data breaches occurred due to unintentional human errors. The unintentional human errors can be 

occasioned by various facets of human activities, ranging from social media use, disposal of paper documents 

containing sensitive information, use of passwords linked to personally identifying information like date of birth, 

and through social engineering.  

As to why employees would access social media while working at the same time, this study is guided by 

the Self-Determination Theory (SDT), which postulates that social contexts and individual basic needs work in 

harmony, leading to the satisfaction of three human psychological needs, namely, autonomy, competence and 

relatedness [12]. 

Based on the Self-Determination Theory (SDT), employees will always, therefore, seek to satisfy the three 

psychological needs as they go about their official duties, hence the high possibility of accessing social media and 

working concurrently. A study on the impact of social media use, but for work purposes, using the Self-

Determination Theory (SDT) showed that it increases need satisfaction and intrinsic work motivation, but excessive 

use could have the opposite effect [13]. 

This paper sought to explore the correlation between social media use and cases of cyber security incidents on 

social media users and the firms they work for. Further, the paper also seeks to establish, if any, a statistical linkage 

between the connection of personal computing devices to corporate systems and increased incidences of successful 

cyber attacks. This study, therefore, aimed to answer two main questions, namely, can the use of the same 

computing device to perform official duties and access private social media platforms increase the chances of a 

successful cyber attack on corporate systems?.  

Moreover, can connecting personal computing devices to corporate systems increase the chances of successful 

cyber attacks?. The type of statistical analysis method used was descriptive statistical analysis, where collected data 

was simplified in a table, and each number of responses per question was converted to a percentage of the total 

sample for easier visualization of linkage to a successful cyber attack. The specific method of statistical analysis 

used was hypothesis testing. The paper advances the hypothesis, H1, that the use of the same devices on private 

social media platforms and for official duties by employees and the connection  of personal computing devices to 

corporate  systems compromises  the security posture of an organisation. 
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2. Related Works  
A doctoral thesis on cyber security challenges in social media, aimed at establishing whether social media 

platforms put users at more privacy and security risks, showed that 99% of the respondents had faced a privacy 

issue or concern on social media, while 80 % reported having been stalked online [14]. 

The approach in the doctoral thesis was focused on establishing whether the social media users used their real 

names,40% reported using real names; how often they used social media, with 55 % reporting daily usage; third-

party access to personal data authorisation, where 85 % reported having granted access; real personal information 

shared on the platforms, with 92 % reporting having used real picture and birthdays; and whether they read the 

privacy information on the social media platforms 75 % stating they have never read the privacy guidance on the 

social media platforms. Whereas the questions asked provided a dimension for studying the impact of social media 

use on cyber security, the study did not collect data on whether cyber incidences materialised due to the data on 

the collected dimensions, nor did it draw any correlation or causation between the collected data and Cyber security 

incidences. 

A study on misinformation about technological topics via social media shows that at least 7% of information 

on social media about a certain technology is not correct [15]. From the study, the misinformation on social media 

ranged from security and privacy threats against other social media platforms, as well as technological solutions in 

use. The study developed a framework based on classifiers, from which 3% of posts on Instagram,18 % of posts on 

Facebook, 4% of posts on Reddit, and 3%of posts on Twitter were found to be misinformation.  

The study also found about 9% of all obfuscated URLs and about 22% of tweets about phishing websites to be 

misinformation. Whereas the study identified this misinformation on various social media platforms, it did not 

establish if the misinformation resulted in cyber security incidences or security attack attempts. 

In a survey carried out about the opinion of users on the possibility of social networking sites linking them to 

malicious sites, about 41 % of the respondents said they do not know or are not sure about their opinion on social 

sites linking them to malicious sites. In comparison, about 19 % said they are not concerned, with 23% saying they 

are very much concerned [16].  

From the figures, more than half of the users are not very concerned about the social networking sites linking 

them to malicious sites. They would, therefore, be less cautious with links and clicking on prompts presented to 

them on social media sites. The sites could be used to harvest information which can be used to launch cyber attacks. 

The study, falls short in linking this attitude to actual cyber attacks or cyber attack attempts. 

In an assessment of cybersecurity awareness among students [17], only 4.2 (%) of the respondents reported 

being aware of the cybersecurity issues encountered through social networking. This is a point of concern to 

organisations, noting that they offer apprenticeships, internships and attachment to students. The student's online 

activities can compromise cyber security measures rolled out by organisations if a huge number of them are not 

equipped with cyber security knowledge.  

The study, however, has no statistical correlation between the lack of awareness among students and Cyber 

security attempts or attacks at the organisations that have offered the students apprentices, internships or 

attachments. Whereas social networking sites are used for bringing people together with a view of people getting 

to know each other, a paper on predicting individuals’ vulnerability to social engineering in social networks [18] 

showed that in the study, only 48% of the participants stated that they knew less than 10% of their Facebook 

network at a personal level. 
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The revelation in the study [18] presents a prime social engineering attack vector, which can be exploited to 

spy or collect information through phishing. The revelation, though disturbing, did not link the lack of knowledge 

of social media friends at the personal level, to cyber security incidences to themselves or the organisation they 

work for. A study to look into the potential for information security risk posed by the disclosure of organizational 

information by employees on Facebook showed that 45% of the respondents discussed work with colleagues. In 

comparison, 18% of the participants used Facebook to perform job tasks [19]. The study [19] falls short by not linking 

the usage of Facebook for work activities with cyber security incidences in the companies the employees work. 

Whereas a study to establish attitudes, behaviours and unintended consequences of Facebook users and their 

related online privacy [20], found 91% of the respondents to be aware of the Facebook privacy issues and were also 

likely to restrict their profile. Despite this knowledge, however, only 61 % of those with security knowledge actually 

changed the default security settings. The study [20] does not draw a causation or correlation relationship between 

the lack of changing default settings with cyber crime incidences. This paper, therefore, sought to address the gulf 

that exists in the highlighted studies by drawing a statistical linkage between social media use and cases of Cyber 

security at their places of work. 

3. Materials and Methods 
The study universe in this paper were persons in formal employment in Kenya who use computers in their 

day-to-day work. This selection was premised on the fact that these are people who are likely to juggle between 

social media and work at the same time, using the same computers. An economic survey of Kenya for the year 2023 

shows that approximately three (3) million Kenyans are in formal employment [21]. This figure was, therefore, used 

in the computation of the sample size used in this study. Sample size can be computed using either census, in the 

case of small populations, using sample sizes used in past similar studies, or by use of published tables, and finally 

by use of formulas advanced for calculating sample sizes [22]. With the study universe of more than three (3) million 

not explicitly covered by the published tables, and not possible for a census, and the gaps in the cited similar studies, 

this paper adopted the formula approach. The formula approach uses either the desired level of precision, or the 

degree of variability, and the confidence level in sample size computation [22]. This study had only two parameters 

prior to the study, namely, desired precision and confidence interval, premised on the most commonly used values 

of confidence level of 95% and precision level of 0.05. From the parameters at hand, this study used the Yamane 

formula of sample size computation [23], namely,  

n =
N

1+𝑁(𝑒)2
       

Where n = Sample Size;  N = Universe of Study; e = Level of Precision. The formula yields a sample size of 400 

participants. 

In view of the number of participants, data collection was done via an online questionnaire, where a link was 

sent via email. The platform used in questionnaire development was Survey Planet due to its simplicity in usage, 

free access, and configurable to allow strictly one response from each device. The selection of the study population 

was done through snowballing, where persons acquainted with and in the network of the authors are selected and 

who then, in turn, identify other people in their network to participate in the study. To increase the response rate, 

the questions consisted of a set of ten (10) multiple-choice questions, as detailed in Appendix 1. The questions 

centred around the number of hours spent on computers for work, the use of the same computer for both personal 

social media and work-related tasks, whether their personal accounts and work systems have ever been hacked, 

authentication of those requesting information via social media, and use of the real name on social media. The study 

design utilized in this paper was a cross-sectional study, on the strength that cross-sectional studies are useful in 

obtaining an overall picture as it stands at the time of the study [24]. The results were analyzed using a table that 

showed the number of respondents who responded with a ”YES” to a certain question. From the responses, 



Frankline Makokha / DS-CYS, 2(2), 1-8, 2024 

5 

questions linked to one another were further analyzed to identify those who responded with a ”YES” and had a 

”YES” in a consequent question. 

4. Results and Discussion  
A total of two hundred fifty-two (252) responses were received from the four hundred target respondents, 

indicating a sixty-two 62% response rate. In an article on Response Rates and Responsiveness for Surveys, 

Standards, and the Journal [25], response rates of 60% for most research should be the goal of researchers. This 

percentage has been corroborated in an article titled Instruments for obtaining student feedback: a review of the 

literature [26]. From the responses received, the notable findings are that 77% of the respondents stated that they 

concurrently work and access private social media accounts using the same working device,67% change the default 

security settings on the social media platforms, 70% perform background checks on new social media contacts 

before connections, 63% connect private devices to corporate networks, while 72% of the respondents ‘place of 

work has ever been hacked.  

Detailed results are contained in the appendix section. Further analysis reveals that from the 77% of the 

respondents who reported working and accessing private social media accounts using the same working tool, 80% 

of them reported their corporate systems having been hacked. There is also a correlation between the respondents 

who connect their private computing devices to corporate networks and systems, at 63% and those whose corporate 

networks and systems have ever been hacked, at 72%, of the respondents. Of the 19% of the respondents who 

reported having suffered from personal emails and impersonation attacks, 89% of them reported their corporate 

systems having been hacked. This shows a linkage between successful personal account hacks and successful 

corporate systems hacking. Among the 62% of the respondents who reported connecting their private computing 

devices on their company’s systems (internet, printers) to execute either official or private duties 62% of them 

reported their corporate systems having been hacked. This is another correlation statistic. With regards to company-

facilitated cyber security training, it was observed that from the 56% of the respondents who stated they had not 

been facilitated by company-sponsored cyber security training, 71% of them reported their company systems 

having been hacked. This could be attributed to a lack of basic cyber security knowledge among the employees of 

companies that have been hacked. 

5. Conclusion  
Based on the responses from the respondents, it is observed that there is a strong correlation between accessing 

private social media accounts and using the same terminal device for executing official duties by employees and 

successful cyber attacks on corporate systems and networks. The same is true with connecting private computing 

devices on the company’s systems (internet, printers) to execute either official or private duties. It is also evident 

that facilitating employees with basic cyber security training reduces the chances of successful cyber attacks on 

corporate systems and networks. Noting the usefulness of social media in so far as an employee needs satisfaction 

and intrinsic work motivation is concerned, its use concurrently and during work breaks should not be completely 

banned. However, moderating measures can be put in place from a corporate cyber security posture perspective. 

From the findings, it is recommended, therefore, that corporates deter employees from accessing private social 

media accounts and executing official duties using the same computing devices, private devices are not connected 

to corporate systems, and basic cyber security training is facilitated to all employees. 

Data Availability 
The raw data collected from the study questionnaire is available on request from the Author. 
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Appendix  
Study questionnaire 

Please Tick ( ) as Appropriate 

No. Question YES NO 

1 
Do you work and access your private social media accounts at the same time using the 

same computing device? 
  

2 Do you execute part of your official duties on official company social media accounts?   

3 
Do you use your real names and other real identity (email, place of work, place of school, 

place of origin and relatives etc) on your social media accounts? 
  

4 Do you always change the default security settings of your social media accounts?   

5 
Do you perform authentication checks before connecting or communicating with new 

social media contacts? 
  

6 Have you ever suffered from an online or email impersonation attack?    

7 Has your private social media account ever been hacked?   

8 
Do you sometimes connect your private computing devices to your company’s systems 

(internet, printers) to execute official or private duties? 
  

9 
Has your company’s systems (Email, software, applications, network, etc )ever been 

hacked? 
  

10 Has your company ever facilitated you to attend a Cyber Security training?   

Summary results from the responses 

Please Tick ( ) as Appropriate 

No. Question YES NO 

1 
Do you work and access your private social media accounts at the same time using the 

same computing device? 
32 10 

2 Do you execute part of your official duties on official company social media accounts? 10 32 

3 
Do you use your real name and another real identity (email, place of work, place of school, 

place of origin, relatives, etc ) on your social media accounts? 
23 19 
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4 Do you always change the default security settings of your social media accounts? 28 14 

5 
Do you perform authentication checks before connecting or communicating with new 

social media contacts? 
29 13 

6 Have you ever suffered from an online or email impersonation attack? 8 34 

7 Has your private social media account ever been hacked? 5 37 

8 
Do you sometimes connect your private computing devices to your company’s systems 

(internet, printers) to execute official or private duties? 
27 15 

9 
Has your company’s systems (Email, software, applications, network, etc) ever been 

hacked? 
30 12 

10 Has your company ever facilitated you to attend a Cyber Security training? 18 24 

 


